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Description

Access hundreds of expert-curated videos covering diverse cyber awareness topics, with
series tailored to different organizational needs. Authored by leading cyber experts, our

videos feature up-to-date content and a modern design.
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Multilingual

Video

Dubbing

Experience

Subtitles

Global Timing Personalization

Enhance learning with Video Language Localization. Subtitles available in 54 languages,
dubbing in 8. Choose your language preference for tailored training. Admin-launched

campaigns match recipient's default office language.

Launch international campaigns effortlessly with Videos Time Localization. Set campaign

times according to the recipient's default office language.

Interactive Learning Quizzes

Enhance learning outcomes with Quizzes Library. Each video comes with a matching quiz,
providing immediate feedback to the recipient and detailed performance insights on the

campaign dashboard for the admin.
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Organization - Custom Content

Game Library

Simulation Library

Empower administrators with one stop shop education library. Upload organization-
custom content to the Cywareness library, complete with auto-generated subtitles in any

language. Track recipient interactions through the comprehensive campaign dashboard.

Dive into our cybersecurity game library for immersive training and education. Developed
by experts, our games offer interactive scenarios and challenges to enhance awareness

and skills in a captivating way.

Experience a wide array of phishing simulations through the Simulation Library. With just
three clicks, launch diverse simulations exploiting various attack vectors, including SMS,

Email, and on WhatsApp.

AN

X

X

Vector: Chat Deception

Launch a simulation by sending it to the recipient's phone as a WhatsApp message.

USB DropAttack:

Physical Media Intrusion

Simulate a DropAttack by placing removable media in a random location within the
organization's workspace. Identify the individual who plugs it in, provide immediate

feedback, and take over their computer screen for an educational module.

Message The message sent to the recipient, enticing them to click the call-to-action link or button / X
o Component embedded within the message.
E S
E ',.g Landing Page A lifelike landing page that deliberately blurs the distinction between the genuine and the /
5 3 X
s g Component deceptive. Recipients will be prompted to submit their information on this page.
g «n
v MicroTraining Recipients who engage with the call-to-action button, link, or submit their credentials will / /
Component be provided with guided tours that offer strategies to avoid falling into phishing traps.
Email Attack Vector:
Initiate a simulation by delivering it directly to the recipient's mailbox. / /
o Inbox Phishing
o
1
b SMS Attack Vector:
> Execute a simulation by sending it to the recipient's phone as an SMS. / /
X .
3] Text Message Tactic
©
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E WhatsApp Attack / X
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*The information provided by Cywareness herein is for general informational purposes only. Cywareness makes no representations or warranties of any kind about the
completeness, accuracy, or reliability of the information or related graphics contained herein for any purpose.
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Al-Powered Craft tailored phishing simulations effortlessly with the Al Simulation Builder, a world-first.
Simulation Builder No coding skills required, just text-based inputs for unlimited simulation possibilities.

For HTML-savvy admins, the Liquid Simulation Builder offers a platform to craft
Liquid Simulation Builder
personalized simulations, providing a dynamic and engaging learning environment.

Welcome recipients with a personal touch using Simulation Personalization. Each
Personalized Simulation

campaign starts with a customized greeting, fostering a more relatable and impactful
Greetings

training experience.

Effortlessly launch simulations worldwide with Simulation Time Localization. Ensure
Global Timing Personalization
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optimal engagement by aligning launch times with recipients' time zones.

Gain a holistic view of organizational progress through the Organization Dashboard. Track
Organization Dashboard
group and office performance, upcoming campaigns, and overall Awareness Scores.

Real-Time Campaigns Monitor any campaign progress in real-time with the Campaign Dashboard. Dive deep
Dashboard Monitoring into recipient interactions, analyzing data per member, group, or office.
Y For Video ) ) )
g c u Receive detailed PDF Performance Reports after each campaign. These reports are
“ %
©
£ § 8 For Video & Quiz automatically generated, available for download, and emailed to the admin, offering deep
g < a o o
g ] 3 . insights into organizational performance.
o For Simulation

The member profile includes email, phone, groups, office, awareness scores, campaign
Member Profile:
history, reported incidents, and segment engagement scores.

The group profile offers office assignments, member lists with awareness scores, and
Group Profile:

Profiles

group awareness tracking over time.

Comprehensive

Discover office dynamics with insights into assigned groups, members, and their
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Office Profile:
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awareness scores. Track office awareness scores and performance trends over time.

Active Directory & Integrations

Effortless Recipient Simplify recipient management with Cywareness Active Directory. Manage / /
Management members, groups, and offices effortlessly through a user-friendly interface.
Active Directory Keep your Cywareness platform updated with Active Directory On-Premise Integration. / /
On-Premise Integration Update member details manually or automatically every 24 hours.
Active Directory Manually update organization recipients with Active Directory Azure Integration, ensuring / X
Azure Integration seamless data synchronization with the Cywareness platform.
ClickGuard Phishing Empower members with Cywareness Report Plugin for Microsoft Exchange and Google G / J
Reporting Plugin & Console Suite. Report, investigate, and get immediate admin feedback.

Broaden your cyber security awareness campaigns with the ability to reach beyond
Unverified Domain Campaigns / X

verified domains, ensuring comprehensive coverage across your organization.
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